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OkoH4yaHue. Hayano — Ha cTp. 1

PETUW MNOOAPOK w3 kopobku nog,
I HOBOroAHEN EnKoW — MOAroToBka COo-
KpyLnTensHon rnobanbHon kubep-
BOVIHbI. Peyb naéT He O BOMHYLLKE rae-To Ha
nepudbepnn n3-3a Kakoro-HMbyab ropucToro
Krnouvka 3emnun, a O BOViHe ToTanbHOW. Peyb
He MOET o kubepaTtake rae-To B CETW, Koraa
Mosnb30BaTeNM CTankMBaloTCs C HEKOTOPbLIMM
HeynobcTBamu. Ha KOHY u3Hb U CMEPTb WH-
PpacTpyKTypbl U BCEX CUCTEM >XU3HEOEes-
TEMNbHOCTN LENbIX CTpaH 1 HapodoB. BonHa,
nepsble knbepaannbl KOTOPOW 3By4anu u
paHbLUe, B Aekabpe BbllUna Ha NOBEPXHOCTb
1 CTana MOLLHbIM 1 gonrourpatoLmm dakTo-
pOM MHOPMaLMOHHOTO nonsi, a B OyayLiem
rofly MOXET CTaTb OLLYTUMOW B >KWU3HU Kax-
poro. BoHa aTta, Hago MoHUMaThb, BedETcs
Ha MorHoe NoAYMHEHWE He TOMbKO Hallen
Poccun, Ho 1 BCero mvpa Bore Toro camoro
undpposoro JlesnadpaHa.

B pekabpe cnyuunacb passenka 6oem,
MOANMMHHOE MPOUCXOXOEHNE KOTOPOW BbI3bl-
BAeT MHOrO BOMPOCOB, HO BrOJSIHE BEPOSITHO,
UMEHHO Tak 1 nposienser cebs JleBnadaH.
OgnH 13 anNmM3040B 3TOrO 0O0sl, MOXOXEro Ha
MCUXNYECKyto ataky 13 cdunbma "Hanaes", —
3T0 0bObsiBNeHne komnaHven "Maikpocodt”
BOViHbI Poccurickon ®enepauum. Marikpocodt
SBMNSIETCS BaXHOW cocTaBnstowen JleBna-
(haHa, BXOOsA B NATEPKY BEAyLLMX TEXHOMOMM-
YecKMX KOMMaHWM 3anagHon YacT Mupa.

"MAJIO/ KPOBbIO
U HA YY)XOU TEPPUTOPUMN"

Yo TaKkoe kunbeparaka? 3710, ecnn rpy6o,
3axBaT KOHTPONsi Hag YAAnEHHOW BblYMCIN-
TEMbHON CUCTEMOW, 3axBaT, KOTOPbIN MOXET
BblpaXxaTbCs B OTKase 00CnyxuBaHusi Mnbo B
TaKkow gecrabunmnsaumm pabotel, KoTopasi de-
naetT HEeBO3MOXHOW MOSHOLEHHOE MCrMONHe-
HMe cUCTEMON €€ CPyHKLWN.

Knbepataka — 3TO HanageHvwe HOBOIO
TUNa, As HEro He Hy>KHbI TaHKW U CaMOnnéETbl,
HaobOpOT, OHO MOXET OTK/OYMTbL BalUu
TaHKN UM cCaMonEThbl UMN HanpaBuTb UX NPO-
TuB Bac xe. Korga BbIpyOSITCA CUCTEMbI XXN3-
HeobecneyeHus:, ynpaBnseMble CEeroaHs Kom-
nbtoTepamn, COeAVHEHHbIMU B CETU, TO B
ropogax MoracHeT CBET, OTK4aTtcs ras u
BOJA, OCTaHOBATCS aBTOMOOWMNM U noesaa,
CaMONETbl HE CMOryT B3METETb WU CECTb,
oA He nonydyaT AoCTyna K CBOMM GaHKoB-
CKVMM CHETaM U KapTo4kaMm, YTO B OTCYTCTBME
HanMyHbIX NPUBEOET K MOMHOMY napanu4y
(hMHAHCOBOW CUCTEMBI.

Kcratu, Boneto LieHTpobaHka P® mbl nepe-
XOAMM OT MIacTUKOBbIX AEHer K MOSHOCTbIO
UMpoBLEIM — U BCA 3Ta CUCTEMA OTKpbITa
ans kmbepartakv 1 MOMHOCTLIO OKaXKeTCst Na-
panun3oBaHHOW. JTO Kak ecrivt Bbl Mbl MOMHO-
CTbl0 OTAanM BCHO CBOK MaMsATb BHELUHUM
yCTpOWCTBaM, a Te Obl BHE3arnHO OTKIOYM-
MCb — N Mbl Obl 3abbInn, Kak Hac 30ByT, rae
XUBEM, KTO Mbl U OTKyAa. MupoBble LIEHTPO-
6aHku, Benomble PPC, TOponsAT Bcex B HOBbI
OVIBHbIA MMP OECKOHTAKTHbIX MnaTexen, pac-
cMaTpuBas KOBWZ Kak BOSMOXHOCTb MPMLLMO-
PUTb B MX MOHUMAHUM TEXHOIOMMYECKYH PEBO-
NoUMl, HO BMECTO npegnonaraemblx
HeynobCTB, CBSA3AHHbIX C MOMb30BaHNEM Ha-
JIMYHOCTbIO, HaM roTOBAT KnbepbonesHb Anb-
uremmepa. M BO3MOXHO, TOMbKO Te, KTO eé
ycTpoun, ByayT 3HaTb, kak e€ nedntb. B rps-
Oylien knbepsoiiHe GaHkM Gonee Bcero oT-
KpbITbI A1 ataky, MHGopMaLums Ha Ux cepee-
pax MOXeT ObITb 6e3HaaEXHO yTpayeHa, u B
YCINOBUSIX TOTaSIbHOTO (OMHAHCOBOrO AedhonTa
MUP MOXET BEPHYTLCSA K HarnM4yHOCTM U Gap-
TEPHBLIM OTHOLLIEHUSIM.

[otoBa nm Poccus k Takomy cLeHaputo, He
TOBOPSl Y»K& O MpPenoTBPALLEHUN Takoro Uc-
xofa? A Bedb ANsi ATOTO HYXKHO GonbLue pe-
CYpPCOB U YyMEHWsl, YeM Ans opraHu3auum
XW3HW B YCIOBUSIX OTKa3a CUCTEM >KM3HEObe-
cneyeHus. Pacrnonaraetr nu ctpaHa cerogHst
Takumm pecypcamu n ymennammn? B 1938 rogy
Ha akpaHbl CCCP Bbiwen dunbm "Ecnun 3aB-
Tpa BOMHA", B KOTOPOM OMMCbIBArochb, Kak
KpacHasi apmMusi Manon KpoBbO M Ha YyXou
TeppuTopum nobexaaeT Bocka eBPONENCKoro
arpeccopa. PeanbHOCTb, kak Mbl 3HAaEM, oKa-
3anacb COBCEM [Apyro. B nepsbin e AeHb
BOViHbI pawmcTbl HaHecnn no CCCP Ha-
CTOMBbKO CUNbHbIN yaap, YTto MiTnep 6bin yBe-
peH: nobena B kapmaHe. Hanae BHesanHo u
MOLLHO, MO BCeM (PPOHTaM, HeMLpbl Mome-
Lanu cTpaTernyeckomMy pa3BepTbIBAaHUIO CO-
BETCKMX BOWCK. [€pMaHCkoe KOMaHOoBaHue
€037ano OrpoMHble onepaTuBHbIE TPyMnu-
poBku oT bapeHueBa oo YépHoro mops, a Ha
HanpaBneHnsax rMaBHOMO yaapa cocpenoTo-
YUMo BMUTHbIE YacTW. 3acTaB Hac, Mo CyTw,
BPaCMox, B Nnepable HeOEeN BOWHbI OHU MOST-
HOCTbIO OBMafeny CTpaTerniyeckon MHLmaTy-
BOW U pobunuce Gonblumx ycnexos. CCCP
oKasarcsi Ha BOIocKe OT MOJIHOTo pasrpomMa.

He Haxogutca nn Poccusi cerogHs B eLwé
Gornee XxyaLeMm nonoxeHUM — Kak B TOM, YTO
KacaeTcs NoAroToBky K OyayLue BoMHe, Tak U
B CAMOM OCO3HaHWW €€ HeoTBPaTMMoCTn?
[Mpy TOM, 4TO MHOrMe nNpeacTaBUTENN BEp-
XyLIKM rocygapcrtea M OGusHeca roBopsiT B
TEPMMHAX TEXHOMOMMYECKOro AETEPMUMHU3MA,
3Ta npenonpenenéHHoOCTb NoYeMy-To He pac-
MPOCTPaHSETCA Ha ApeBHelillee 4ernoBeve-
CKOe 3aHATVe, AN KOTOPOoro, Mo CyTW, U CO3-
JalTca B MepBYy o4vyepedb HOBbIE
TEXHOMOoMM, — Ha BOWHY. Hackonbko Poccus
rotoBa CerogHst K MacluTabHon kubeparake,
KoTOpasi MOXET ObITb MOMHUEHOCHOW B MUC-
MOSIHEHUW, MYCTb U OJIATENBbHOW MO MOAro-
TOBKE U MHOPMALIMOHHOMY COMPOBOXAE-
HU0? Knbepsanom Beap cHavana He3ameTeH,
30€Cb ero MOXHO CPaBHUTb C B3MOMOM CO-
3HaHWs, 1N KMbepnaHOeMMio cnepsBa MOXHO
NPUHATb 32 MHOPMALIMOHHBIN LLIYM — HO €ro
pesynsratbl ByayT paspyLuMTensHeNLLIME.

NCUXNYECKAA ATAKA UNN?

Ho pasante cHavana oOLeHVWM BeposT-
HOCTb TakoW MOLLHOW rnobanbHon knbepa-
Taku. MNMpexae Bcero, 0bpaTumcs K NepBouc-
TOYHUKY — Kk Knaycy LUBaby, rnmase wu
ocHoBaTento BceMUpHOro 3KOHOMUYECKOro
dopyma, atoro wraba rnobanmcTos, Kyaa
TaK NobAT e3guTb Haly MUHUCTPbI U Onu-
rapxu. Knayc LLIBab nogapun CBOK KHIXKY O
YEeTBEPTON MPOMBILLIIEHHON PEBOMOLNN
Brnagumupy TyTvHY, n ToT ¢ GnarogapHo-
CTbto €€ npuHsan. VHTepecHo, 4to ewé rog
Ha3zaf, 9KCnepTbl MoroBapyeany 06 OTKPbITUN
B Mockse ochmca BOD. 310 nnaHuposanoch
coenatb B CkonkoBo npu yyactum Cbepa,
Torga ewé CoepbaHka.

Bot yto ny6nnyHo 3assun LLBsab 8 utons
2020 roga: "Mbl ygensiem HegocTaTtodHoe

BHVYMaHWe ycTpallaroLwemMy CLeHapuo nor-
HoMacLUTabHoOW kubepataku, koTopasi npu-
BELET K MOJHOM OCTaHOBKE dHeproobecne-
YeHus, TpaHcnopTa, paboTbl GonbHUL,
Bcero obuwectea B uenom. Kpusuc ko-
BMaa-19 B cpaBHeHUM nokaxetcs Hebonb-
UMM HegopasymeHnem".

ViMeem nn mbl 30eck Aeno ¢ npegynpex-
OeHneM — unu ckopee € NinaHoM AeNCTBUN,
nraHom, o6HapoaoBaHHBIM U B LIEMSIX MCUXO-
FOrMYECKOro JaBneHns, 1 Ans OTKPbITON KO-
opavHauum? Begpb B 2020 rogy npakTudecku
BCE COObLITUS NPOUCXOAAT YOAMBUTENbHO OT-
KpbITO. ECnv nOCMOTPETb Ha BPEMEHHYIO nn-
HUIO CODObITUIA, CO30AETCs BNeYaTneHne, YTo
cpasy nocrie 3Toro BbICTYMNMEHNS Hayanacb
MHOPMaLMOHHasi NoAroToBka K knbepa-
Take, 0 kotopon rosopun LBa6. A 18 Hos-
6psa 2020 ropa nepeasi NpoBepka TOro, Kak
310 Byaer pabortarb, npowna Ha npumepe
komnaHum Americold, koTopasi nepBon coob-
Lwmna o kubeparake.

Americold — 3T0 kpynHenLe KoHAMLMO-
HUpyemble ckrnagbl no Bcem CLUA v csost no-
rMcTuka. 3a 3TOW aMepuKaHCKOM KOMMaHWewn
cTouT Bonee cTa net uctopun. EE cknaabl uc-
Nonb3yTCs, HanpuMep, Ans OOCTaBKM Bak-
LIMHbI OT KOBMAA, TO €CTb KOMNaHUS 3Ta UMeeT
cTpaTtermyeckoe 3HadeHve. B cnyyae kmbepa-
Takun BCe eé XOnoaunbHMKN C BaKLMHOM OT KO-
BUAa MOryT ObiTb pa3MOpPOXeHbl U BaKLMHa-
ums Byner copsaHa. 3alimTa 3ToV KOMNaHum
Obina B3nOMaHa HeBEAOMbIMW Xakepamu,
xots1 Bnactv CLUA B Takux criy4asix npuBbIKIn
nokasblBaTb nansuem Ha Poccuto. BbiscHu-
nocb, 4to Americold SBNSETCs KMMEHTOM KOM-
naHnn SolarWinds n FireEye, yepes codt Ko-
TOpbIX, MO yTBEepXaeHusM Bnacten CLUA, u
Npouv3oLLIIa aTaka.

FireEye — komnaHus knbepbe3onacHocTy,
KOTOpasi 3aHUMaETCst MOHUTOPUHIOM Kunbepy-
rpo3 yepes nporpammy "OpuroH". Xakepbl KOM-
naHuM, Tak HasblBaemMas "kpacHasi komaHaa",
3aHMMannCchb MHCLEHWPOBKOW KubepaTak Ha
MHPACTPYKTYpY KNWEHTOB. YTBepxaaercs,
4YTO HapaboTkn "KpacHon KomaHAbl" Obinun
yKpagdeHbl 1 Yepes KoMnaHuo knbepbesonac-
HocTM SolarWinds COTHM ThICAY KIMEHTOB MO
BCEMY MWPYy — B OCHOBHOM, Ha 80 mpoueH-
T0B, B CLLIA — Obinn B3nomaHbl. To ecTb UM
OblnMn pasocnaHbl TPosiHbl — Kofbl, KOTOpble
MOCHINAT CBOEMY XO35iMHY WMHGOopMaLio O
cucTeMax B3MIOMaHHOW CTPYKTYpbl U BbIMOI-
HSAOT ero koMaHpl. PakTUdecku cepsep Ku-
€HTa NepexoauT MNof, KOHTPOIb XO3dMHa Tpo-
SIHa, KOTOPbIN MOXET aKTUBM3NPOBATL HYXHYIO
nporpammy B ftobO/ MOMEHT W, Hanpumep,
BbI3BaTb OTKMIOYEHME ropoaa OT 3feKTpude-
ctea. Cnmcok Tex, KTo SBNSETCS KneHTamm
FireEye n SolarWinds, onybnukoBaHHbI ame-
pvkaHckumn CMW, Bneyatnsiet cam no cebe.

310 lMeHTaroH, PepepanbHasi pesepBHas
cuctema, locaen, AreHTCTBO HaLMOHarbHON
6esonacHoctn CLUA, HACA, MuHduH, MouTto-
Bas cny6a, MUHIOCT, agMUHUCTPaLMs Npesu-
nexta CLUA, BenyLye amepyriKaHckue KoHcarn-
TUHIOBblE KOMNaHWW, MpakTUYeckn BCe
KOMMaHuM BepxHero crnmcka dopbce, kpynHewn-
LMe ropoda CTpaHbl, MHBECTULWMOHHbIE KOM-
naHMm 1 H6aHky, 0OOPOHHbBIE NPEaNPUATUS —
Hanpumep, Nokxug MaptuH, Kocmuueckuin
ueHTp KenHeau, YHusepcuteT [xoHca Xor-
KMHCA, Ha KOTOPOM CTOWNO Bbl OCTAHOBUTLCA
OTAENbHO. ATOT YaCTHbIA aMEPUKAHCKUA YHU-
BEPCWTET, pacronoXxeHHbln B bantumope,
mexay Hbto-Mopkom 1 BalumHrToHom, ce-
roOHS YNpaBnsieT KOBUAOM, Onpenensist nonu-
TUKY YyTb NI He BCEX CTpaH Mupa, 3a BEeCo-
MbIM ucknoyeHvem Kutas. dopmanbHo
YhusepcuteT [pkoHca XOonKkuHca SBnseTcs Be-
OYLWMM MUPOBBLIM LIEHTPOM MO CTaTUCTUKe,
MPOrHO3aM 1 aHanmay, Ho 3TO TOT CaMblii aHa-
113, UCXods U3 KOTOPOTo, BRACTW MPUHUMAIOT
peLleHns No 3aKkpbiTUIO CTPaH U TOPOAOB,
OrPaHNYEHNIO KOHCTUTYLIMOHHBIX MPaB U CBO-
004, YHUYTOXEHWIO "aHanoroBomn" 3KOHOMMKN
B Morb3y LndppoBor. He cTouT cTpounTb unso-
3Ui: 3TMUM KOMaHAaMm MOAYMHSAETCH B TOM
yucne u rnaea PocnotpebHagsopa AHHa
HOpbeBHa [Monoga.

Kpome Toro, B cnncke noTeHumarnsHo "xak-
HyTbIX" nonb3oBaTene — amepuKaHckas
CeTb YyMpaerneHust yMHbIMWU ropodamu, Beay-
wue CMW ctpaHbl Tvna rasetbl "Hbto-Mlopk
Tanmc", TeneBnsnoHHbIe kabernbHble ceTu,
doHa bunna n MenuHgpl lenite, Mactepkapa
n Buza, BBC CLUA, cuctembl ynpaeneHus
aTOMHbIMW CTAHLUMSIMW, COTHU YHUBEPCUTETOB
1 konnemken. daxe cetb MakaooHanac B 3ToM
CrUCKe, M €€ MOryT OTKIYMTb MO KomaHge
HeBezomoro Bparal

[Monyyaetcs, 4To xaKepbl BHeOpWUNWChb B
CUCTEMbI YMpPaBneHns 1 vepe3 OBHOBMNEHUS
pasocnanu TPosiHbl MO COTHAM ThiCsY agpe-
COB, YTO MO3BOMSET UM AepKaTb NoA MOMHbIM
CBOMM KOHTPOIEM CUCTEMbI KOMMBIOTEPHON
6e30nNacHOCTM 3TVX OpraHU3aLmii U CTPYKTYP.
B cny4yae knbepataku Bce OHU 6e30pyKHbI —
Befb, MO CyTW, BCe UX cucTembl BesonacHo-
CTK oboaeHbI.

OcosHaB MaciiTab npoucLueaero — Tak
06 atom nuweT Gonbluas amepuKaHckas
npecca — v nocrne obHapyXeHWsi TPOSIHOB Ha
cepBepax npexae Bcero [leHTaroHa, AreHT-
CTBO KnbOepbe3onacHOCT UM UHAPaCTPYKTyp-
How 6esonacHocTn CLUA (CISA) BnepBble 3a
CBOIO MCTOPWIO ONyGnMKOBano YpesBblyaliHyo
OVpeKTVBY, OOpaLLEHHYI0 KO BCEM OpraHu3a-
LMSM U KOMMaHWSIM, B TOM 4uCrie rpaxkgaH-
ckum. Tam roBOpMnocb — AOCMOBHO, — YTO
"BCe areHTCTBa, OnepupyloLme npogykramu
SolarWinds, fomkHbl NpefocTaBuTe 06 3TOM
ot4ét CISA".

OupektnBa Gbina BoinyweHa 13 aekabps,
B BOCKpeCceHbe, a OT4YET TpeboBanock AocTa-
BUTb K MOnNyaHio noHepenbHuka 14 pnekabps
No BPEMEHW BOCTOHHOIO nobepexbs.

[lpn aTOM 3amedy, YTO HUYErO BHELLHE He
npow3oLuso. MNMporpamma He 3anyLieHa, camo-
néTbl NeTaoT, Noe3na xoaat. Ho npu atom ku-
Oepartaka, 0 koTtopon netom rosopun LLBab,
CTana noTeHumansHon peanbHocTbio. OHa
MOXET CIy4MTbCs Yepes Mecsl, Yepe3 He-
[ento, Yepes rog unn yxe 3astpa. [Npy aTom
OHa MOXET MPUIATK, OTKyAa He Xaanm — TO
€CTb Yepes Te Camble KOMMaHUM 1 CTPYKTYPbI,
KOTOpble 3aHUMatoTCst KMbepPOE30NaCcHOCTLIO U
y KOTOpbIX €CTb AOCTYM, MO CYTU, K OPYXWio
KNBEPHETNYECKOrO MacCOBOIO MOPaXKEHNS.

Komy e BbirogHa Takas kvubepataka? B
HeW TyT >xe 06BUHMKM yaobHoro Bpara — Poc-
cuo, yaobHoro, notomy yto 6esoTeTHOrO. Ho
3T0 00BMHEHVE — Janeko He TOMbKO Npeaior
ONst KaKuX-TO HOBbIX CaHKUMA. JTO Hago mo-
HUMaTb, Mpexae BCero, B KOHTEKCTe TaK Ha-
3blBAEMOrO0 OTBETHOrO yaapa. A OTBETHbIN
yOap amepuKaHLEB MnaHupyeTcst NosiHoMac-
LUTABHbIN: 13 KOHTEKCTa TOro, KaK Xapakrepu-
3oBanacb ataka Ha CLUA. TMoHsiTHO, 4TO 3a
Lenn cobupatotcs atakoeaTb camy amepu-
KaHUbl. OHM cOBMPatOTCS OTKIMKOYNUTL Y CBOETO
BEPOATHOrO NPOTUBHUKA creucnyxbbl, ap-

muio, BBC, kocmudeckie curbl, LieHTpoGaHk v
(hMHaHCOBYIO CUCTEMY, FOCPE3EPBbI, KPYMHEN-
LUMEe MHPPACTPYKTYPHBIE KOMMaHUU, CUCTEMbI
obecneyeHnss ropodoB, TPaHCMOPTHYO CU-
cTeMy. OTM MPOTVMBHUKOM — W 3TO OYeHb
YETKO 0603HaYeHO — sBnsieTcst Poccus.

[occekpetapb Mank Nomneo 3asBun B nH-
TEPBLIO HA KOHCEPBATVBHOM TOK-LLIOY, YTO "Mbl
COBEpLUEHHO YETKO MOXeM cKasaTb, 4TO 3TO
6binm pycckue”. M xota Tpamn BHavane oTLuy-
Tinca B TBWUTTepe, HanucaBs, YTO, BEPOSITHO,
uenblo ataku Obina ogHa U3 3TUX CMELLHbIX
MalUVMH Ans rofnocoBaHus, ryGuHHOE rocy-
[apcTBO A4ano MOHSATb BCEM CEPbE3HBIM Mrpo-
KaMm B nore, 4To LWyTkam He MecTto. bangeH
BbICKasan yBepeHHOCTb, YTO 3a knubepHanage-
HMEM CTOSIT PYCCKME, U OH YOEXOEH, YTO Hy-
)KEH OTBETHbIV yaap. "Xopoluas 3alimra Hego-
cTatoyHa", — ckasan bangeH. OH nooGeLuan
caenartb Tak, YTO BUHOBHbIE B aTake CepbE3HO
3a 9T0 3annarst.

"Heto-Mopk Tanmc", opran LIK Oemokpatu-
Yeckon naptumn CLUA, amepurkaHckas raseta B
ponu "Mpaeapl”, MULET O NpovcLleaLeM cre-
noytowee: "Pycckasi ataka Obina TwatenbHo
oTkanmbpoBaHa Tak, YTobbl n3bexatb knbepo-
6opoHbl. OHM nonyuunu JocTyn K codTy
SolarWinds — 310 BCE paBHO kak ecrnv nosny-
YuTb JOCTYN K obHoBneHusm Apple n gpyrvx
npouasoguTenen TenedoHoB, — W Npu 3TOM
OHW paccyuTbIBanu, YTO HebonbLUME U3MEHe-
HWS1 KOOOB He OyayT 3aMeTHbI".

Ha 6ase ®opt-Mug nog BalumHrtoHom,
rAe PacrosfioXeH HOBbI COBMECTHbIVA KO-
MaHaHbIA ueHTp AHB un knbepkomangoBa-
HUs, 3Ty kubepataky HUKTO He 3ameTus, nu-
wet "Hbto-Nopk Tammc". [Oatymkm He
cpabotanu, U KoMaHaMp KMOGEepHETUYECKNX
cun onbITHbIN reHepan [Mon HakacoHe He
cKkasan o6 3Tom noka Hu croea. Ho BOT 4TO
no ropsyMm crnejam 3asiBUn reHeparsbHbIi
OvpekTop Ton camown komnaHum FireEye Ke-
B/MH MaHngma: "Mbl aBnsiemcs cBuaeTensmm
aTakum Hauuu, obnagarowen BbICoYalLLMMn
HacTynaTenbHbIMU BO3MOXHOCTAMK'.

MOXHO HEe COMHEBATLCS, YTO amepuKaHLibl
TOTOBST TO, YTO OHW BOCMPUHUMAIOT KaK OTBET-
HbIN yAap, No 3ToM caMon Haumn. W HyXHO
OTMETUTb, YTO 3Ta HaLMS — He KuTaviubl, n6o
Ha KapTe aTakw, onepaTtuBHO Ony6n1KOBaHHOM
komnanve Mavikpocodt, Kutanm Taioke 060-
3HaYeH Kak xepTBa artakv B otnn4ume ot Poc-
CUW, OOHOWN U3 HEMHOIUX CTpaH, 3TON aTaKow
He 3aTPOHYTbIX.

MAWKPOCO®T NPOTUB POCCUHU

B cBs131 ¢ nporcxoasLLmMM OrpOMHbIN UHTe-
pec npeacrasnseT oduvumansHoe 3asBreHve
komnaHum MankpocodT, KoTopoe e€ npesu-
neHT bpag Cmut BbinycTun 17 gexkabps. d1ot
NPOrpaMMHbIA JOKYMEHT OOCTYMNEH Ha caiiTe
KoMnaHuM — nyduiero gpyra Coepa n npasu-
TenbctBa Poccuiickon depepaumn. B HEM
Bpag Cmut obbsiBnsieT Poccuio OTBETCTBEH-
HOM 3a KnbepaTtaky ¥ He TOMbKO NMPU3bIBAET K
€€ HaKkasaHuIo, HO 1 NpeararaeT, Kak 3To cae-
natb addeKTMBHEe, Tak, YTOObl MPOTUBHWK
yXe He BCTarl.

B atom 3aaeneHnn Marikpocodpt He Tonbko
o6bABNAeT BoMHY Poccun, He Tonbko dhakTu-
YECKN NPU3HAET CBA3b C aMepPUKaHCKUMK ce-
KPETHbIMU Cry>k6amu, He TONbKO KOCBEHHO
HaMeKaeT Ha CBOWM COBCTBEHHbIN OMbIT co3aa-
HUSI OPYXXWST MaCCOBOTO KMBEPNopaXeHusi, HO
N YETKO TOBOPUT O MriaHax MOCTAaHOBKW Mog
KOHTPOIb aMepuKaHLEB rmobarnbHON cUCTEMbI
knbepbesonacHocT Lenukom. Cyas no dak-
TaMm, PackpbITbiM Ha HOSOPLCKMX CITyLLAHMSIX B
Cenate CLIA, komnanum "®eincoyk”, "Teut-
Tep" n "Tyrn" Ha onepaTMBHOM YpPOBHE KOOp-
OVHVPYIOT CBOWM AENCTBUS, (hakTU4eckn nped-
CTaBnsst COOON eAnHYI0, XOTS U TPEXTONOBYIO
CTPYKTYpY. ECTb OCHOBaHus nonaratb, 4T0 1 B
cTpaTerum aTu KOprnopauun BbICTYMakoT egu-
HbIM (DPOHTOM, BO BCSKOM CIlyvae, B OTHOLLE-
Huax ¢ benbim gomoM 1 KoHrpeccom, He ro-
BOPS YK€ O BHELLHMX pbIHKaX. VIHTepecHo, 4To
Ha ceHaTCKue CryllaHWsi MOCNeaHunX NeT, rae
Mexgy rocyaapCTBEHHbIMU MY>aMU U KyrbTo-
BbIMU durypamu 6u3Heca ycTpauBaeTcs
6opbba HaHaWCKMX MarnbyvKoB, He npurna-
wiaroT pykosoguTenen Marikpocodta, — BY-
OVMMO, 3Ta KOMMNaHWs cyuTaeTcs yxe 'cra-
pbiMu geHbramu" u ocsoboxaeHa oOT
puUTyanbHbIX OTYETOB. TeM He MeHee MOXHO
He COMHEBATLCS, YTO M 3Ta KOMMNaHus, n Ama-
30H Y4aCTBYIOT B Li)POBOM KapTere.

Marnkpocodt, nonyumswmin B 2019 rogy
20-MunnuapaHbIN KOHTPaKT oT [NeHTaroHa Ha
pa3paboTky nporpammMHoro obecrneveHns Tea-
Tpa 60eBbIX AENCTBUIA, MPOCTO CTOUT Brivke
BCEX K NpaBWTENbCTBY W 3aHMMaeTcs cenyac
BECbMa ycreLuHbIM no6bupoBaHneM UHTepe-
COB BCero kaptens. Botr u Tenepb MMeHHO
npeacrtasmtens Mawkpocodta JOHOCUT A0
NOMNMUTUKOB €OMHOE MHeHWe LMpOoBbIX Onu-
rapxos. Bo-nepBbix, NOAYEpPKMBAETCSH, YTO
xeptBamu knbepataku pycckux ctanu CLUA un
UX BrvkanLLmne COHO3HUKM:

"Xota npumepHo 80% (kepTB atak. —
W.LL.) Haxomsatca B CoeamHéHHbIX LUTaTtax,
BbISIBMEHbI XEPTBbl €LUE€ B CEMU CTpaHax.
Crona BxogaTt KaHaga n Mekcuka B CeBepHon
Awmepuke; benbrus, Vcnanms n Benvkobputa-
Husi B EBpone; U3paunb n OAD Ha BrivkHem
BocToke. HECOMHEHHO, YMCIO N MECTOHAXOX-
OeHvie xepTB OyayT pactn. Mbl Bce OOMKHbI
ObITb FOTOBbI K pacckadam O JOMOMHUTENbHbIX
XepTBax B rocydapCTBEHHOM CeKTope W Ha
OpYyrvx nNpeanpusaTusx M B opraHusaumsax. K
COXareHuto, ataka NpeacTaBnseT cobon Lwm-
POKOe W yCreLlHoe HanageHue Kak Ha KoHgu-
[OeHUMarnbHy0 MHopMaLmMio NpaBUTENLCTBA
CLUA, TaKk 1 Ha TEXHUYECKNE WHCTPYMEHTHI,
UCMONb3yeMble KOMMNaHWUsSMM Af18 UX 3almThl.
ATaka npoaorKaeTcs, akTMBHO paccrenyeTcst
W peluaetcs rpynnamu kmbepbesonacHoCcTn B
roCy4apCTBEHHOM U YaCTHOM CEKTOpPaXx, BKITHO-
yas Microsoft. ...ATaka oTnuyaetcs CBOVM
MacLlTabom, M3OWPEHHOCTLIO U BO3aen-
cTBueM. ECcTb 1 LuMpokme e€ passeTBreHus,
KoTopble eLlé borbLue coMBaroT C TOMKy".

MaiikpocodT onepaTtvBHO ony6nvkosan
KapTy kubepaTtaku, koTopasi OCHOBaHa Ha Te-
nemetpumn Microsoft Defender, aHTVBMpPYCHOO
nporpaMMHoro obecriedeHns Ana nocreaHen
Bepcun Windows. Ha aton kapte Poccusa un
apyrve ctpanbl CHIT npeactaeneHsb! 6enbimm
NATHaMK, YTO MOABOAWT K BbIBOAY, YTO OHM B
aTake He nocTpagjanu, 3aTo ocTalbHble
CTpaHbl, BKrtodasi He Tonbko CLUA, Ho u Ano-
Huo, Kutawn, ctpaHbl EBponbl, okasanucb
xepTBaMu knbepHanageHus.

"KapTa nossonsietT uaeHTuuumMpoBatb
KNMeHTOoB, KoTopble mcnonb3ytotr Defender n
YCTaHOBWIIM BEPCUN NPOrpaMMHOro obecneve-
Hust SolarWinds Orion, comepxaluve Bpeno-
HOCHOe nporpamMmMHoe obecneyeHue 3noy-
MbILUNIEHHNKOB, — nuwetT CMuT. — OTOT
acnekT aTtaky cosgan ysa3BUMMOCTb LIEMoYKM

MOCTaBOK NOYTW rMobanbHOro 3HayveHus, Jo-
CTUIHYB MHOMMX HaUMOHanbHbIX CTONWL 3a
npenenamn Poccun. 31O Takke CBUAETENb-
CTBYET O MOBbILLUEHHOM YPOBHE YSI3BUMOCTU B
CoeanHéHHbIX LTaTax".

MpesngeHT MawikpocodTa npakTuyecku
OTKPbITbIM TEKCTOM FOBOPUT OO 3K3UCTEH-
LmanbHON BUHE PYCCKUX MHXEHEpPOB, KOTO-
pble BMHOBAaTbl yXe B TOM, YTO He YCTy-
nartT aMepUKaHCKUM:

"970 He "0ObIYHbIA WNVOHaX" Aaxe B
3Moxy LMpPOoBbIX TEXHOMoOrMn. Hanpotvs, OH
npeacTaBnsier cobon akT GespaccyacTsa, Ko-
TOPbI MOKa3an CepbE3Hy TEXHONMOMMYECKYHO
ya3BumocTb Ana CoeanHEHHbIX LUtatoB u
Bcero mupa. o cyT, 3T0 He MPOCTO aTtaka Ha
KOHKPETHbIE Lieni, HO 1 Ha [OBEPUE U HaEX-
HOCTb KPUTUYECKM BaXKHOW MUPOBOMN MHApa-
CTPYKTYPbl C UMbl NPOABWXKEHUS pa3Bedbl-
BaTENbHOW CNyX0bl HEKOEN O4HOM CTpaHbl
(peyb, O4YeBMOHO, O CTpaHe, rae Tak nbsAT
BoaKy 1 6ananaiiky. — W.LLL.). Kak Mbl yke He-
oAHOKpaTHO BuAenu, KpemHvesas gonnHa —
HE eOVHCTBEHHbIN JOM Ansi reHuarnbHbIX pas-
paboTunkoB nporpammHoro obecnedeHus. B
2016 rogy pOCCUINCKME WHXEHEPbI BbISBUIIN
cnabble MecTa B 3alimTe coUmanbHbIX CETEN,
MPOHWKNM B amepuKaHCKue nonutuyeckue
KaMnaHum 1 ucnonb3oBany AesviHgopmMaumio,
YTOObI MOCEATb pasHornacus Cpeau AneKkTo-
pata. OHM NOBTOPWUNK 3TO YMpPaXkHEHUe BO
BPEMS NPe3NAEHTCKON KamnaHum Bo PpaHLmm
2017 roga. Mo paHHbIM LleHTpa aHanusa
yrpo3 u orgena UndpoBbIX NPECTYNeHnn
Microsoft, aTu meToabl 3aTPOHYNM epTBbl 60-
nee yem B 70 cTpaHax, BKoyasi GOMbLUNH-
CTBO AEMOKPaTUYECKNX CTPaH Mupa".

Ecnun ananutukn Marikpocodta aenatot
Takue BbIBOAbI, TO OY4EBUAHO, OHWU MOHUTOPSIT
NONUTUYECKYIO aKTUBHOCTb MO BCEMY MWUPY.

Ocobyto obecnokoeHHOCTb CmuTa BbI3bl-
BaeT BO3MOXHOCTb UCMONb30BaHUA PYCCKUMM
XaKkepamy MCKYCCTBEHHOrO WHTennekta: "Op-
HUM 13 Havnbonee nyratroLmx CobbITUIA 3TOro
roga CTanu HOBble LarM no UCMonb30BaHMIo
VN onsi BoopykeHns GOnbLUMX yKpadeHHbIX
HabopoB AaHHbIX O MtoAsX WU pacrnpocTpaHe-
HVS Lenesor Ae3nHopMauuy C MOMOLLbO
TEKCTOBbIX COODLUEHWIA U MPUINOXKEHWA AN
obmeHa 3alwMdpoBaHHLIMU COOOLLIEHUSMMU.
Mbl BCe [OMKHbI UCXOAWTbL U3 TOTO, YTO, KaK U
U30LLPEHHbIE aTaku 13 Poccuu, aTo Toxe CTa-
HET MOCTOSAHHOM YacTbio NMaHaLwadTa yrpos".

Ho norogute: He TOT nM 3TO MCKYCCTBEH-
HbIA UHTENNEKT, KoTopbin MarikpocodT nomo-
raet paspabatbiBatb Cbepy, — a Cbep pac-
nnayvsaeTcsa 3a ycnyry Tem, Y4Tto npoaBuraeT
6asupytowmecss Ha WA npogyktbl Maikpo-
copra B Poccun? Kak moxxHo npogsurate M
B Poccvn 1M ogHOBpeMeEHHO BblpaxaTb obe-
CMOKOEHHOCTb MMEHHO MO 3TOMY NyHKTY? He B
TOM N1 geno, yto MankpocodT npoasuraet B
Poccuy "npaeunsHyto Bepeumio” UIN?

[anee B TekcTe obpalleHns MOSIBNSOTCA
TPEBOXHblEe HOTKMW: NOA, YrPO30W MaBHbIN NaH
rno6anncTtoB — Mcnonb3oBaTb KOBUA Ans
PEe3KOro NPOABVIKEHNSI CBOE MOBECTKM:

"Knbepartakv Hauenunmce Ha 60bHALBI 1
opraHbl 30paBOOXPaHEHNS, OT MECTHbIX opra-
HOB Bractu o BcemupHon opraHusaumm
30paBoOXpaHeHusi, — ObET B komnokona Cmut
1 genaet BOPOC O TOM, YTO BMHWUTbL B 3TOM
HY>XHO BCE Tex e pycckux. — lNoka venose-
4YeCTBO CTPEMMIIOCh pa3paboTaTb BaKUMHbI,
rpynnel 6e3onacHocTy Microsoft o6Hapyxunu
TPEX CyObLEKTOB B HEKOeM HauMOHaribHOM
rocyaapcTBe, HaLeneHHbIX Ha CeMb U3BECT-
HbIX KOMMaHWUI, HEMOCPEACTBEHHO Y4acTBYtO-
LUMX B MCCMENOBaHUAX BaKUMH U METOLOB
neyenus COVID-19. B mupe, rae aBToputap-
Hble CTpaHbl coBepLUatoT Kubeparakv npoTus
MMPOBBIX OEMOKpPaTUA, ONsl LeMOKpaTuye-
CKMX MPaBUTENbCTB KaK HYKOrda BaXHO pabo-
TaTb BMecTe".

CMWT BMOWT BbIXOA4 B CpaLLyBaHWW rOCY-
[apcTBa C TEXHONOTMYECKUMU MOHOMONUAMM:
"B oTnnyme oT MPOLUMbIX atak yrpo3bl kubep-
6esonacHocTn Takke TPebyrloT YHUKanbHOro
YPOBHSI COTPyAHMYECTBA Mexay rocyaap-
CTBEHHbIM W YacCTHbIM cektopamu. CoBpemeH-
Hasi TexHomnorndeckas MHAPacTpykTypa, OT
LieHTpoB 06paboTkN AaHHbIX [0 BOMOKOHHO-
onTuyeckunx kabenew, Yalle Bcero npuHaane-
XUT U yNpaBnsieTcsl YacTHbIMU KOMMaHWSIMK.

..Ons adpbekTMBHON knbep3almntbl Tpedy-
€TCH He MPOCTO KoanmLums M1pOBbIX AeMOKpa-
TUR, HO KOAnMuus C BeOyLUMMU TEXHOMOornYe-
CKMMMW KOMMaHNSMK".

Mpy atom naptus "Gonbluoro Teka" Ha-
YMHaeT AMKTOBaTb MPaBUTENbCTBY CBOM YC-
nosusa, 4yto ans CLIA pocrtatoyHo Heo-
OblyHO. HaunHaeTca BCE ¢ 0OBWHEHWI B
agpec agMuHMcTpaummn Tpamna: "Cnuwkom
4acTo KaeTcsl, 4YTo beaeparnbHble areHT-
CTBa B HacTosilee Bpems He AeWCTBYHT
CKOOPAMHUPOBAHHO WNM B COOTBETCTBUM C
YETKO ONpeaden&éHHON HaumMoHanbHOM cTpa-
Terven knbepbesonacHocTi'".

CMUT npu3bIBaeT K obbeanHeHWo pas-
BegdaHHbIX Kopnopauui u rocygapcrsa,
"06beanHEHUIO CTpaTerMyeckon passenku’ u
"nepexony ot "HeobxogMMocTu 3HaTk" K "He-
obxoaumMocTu aennTbes".

Yem pgenutbea? [MpaBUTENBCTBO MOXET
OenuTbCA B MEpBYD ovepedb AaHHbIMK, a
KOMMaHUM — npogyKTamu, Npou3BeaéHHLIMU
13 9TUX AaHHbIX: "[axe B Takon KpYnHOW KOM-
naHumn, Kak Microsoft, Mbl y3Hanu, 4To Ans Ha-
Lero LeHTpa aHanusa yrpo3 KpUTU4ecku
Ba)KHO arpervpoBaTb WU aHanM3upoBaTb [aH-
Hble M3 HalUMX LIeHTPOB 06paboTku AaHHbIX U
cnyx6. A Korga BO3HVKAET cepbE3Hast yrposa,
HaM HY>XHO AenuTbCs MHGOopMaumMen n Kor-
NEKTVBHBIMM OLEHKaMM1 C APYrMMU TEXHOMOrI-
YECKUMM KOMMaHUAMK".

Takum obpasomM, UCMOABOMNb KOMMaHWM
B OTHOLLEHUSIX C roCcy4apCTBOM pesepBu-
pytloT Ansa cebs mecto 6onee BbICOKOro
YPOBHSA: rocynapcTBO MNOCTaBMSET Cbl-
pbé — YenoBeyeckne AaHHbIE, a8 KOMMaHUN
HaxoAaT UM NpUMEHeHe.

WHTepecHo, 4TO TO Xe camoe — U ro-
pa3go ycrewHee, Yem B CLUA — npono66u-
poBanu B POCCUINCKOM MPaBUTENBCTBE HALLN
"LUmcppoBUKK". A He Aymato, YTO POCCUNCKAM
uMdpoBMKaM MO CUiy MOCTaBUTb POCCUIA-
CKMX YMHOBHWKOB MOA, KOHTPOfb, HO COOT-
BETCTBYIOLLME 3AKOHbI-TO MPUHATLI U MpO-
JornxawT npuHumaTbes. VIMeHHO 3aTwm
3aKOHbl MOTYT MOCIYXWUTb TapaHoM Ans
CBOEro poga "MexayHapoaHbIX KnMbepBOMCK
ObICTPOro pearmpoBaHus”.

Mo cym, peyb no€t o Gonee akTUBHOM,
YyeM npexage, dopme rmobanbHOro KOHTPOIS
CLLA Hag mvpom. CMWT nnLeT, 4To Hanage-
HWE PYCCKMX XakepoB "TpebyeT KOmnneKTMBHOrO
OTBETA, KOTOPbIA MOKa3bIBAET, YTO CEPbE3HbIE
HapyLleHus uMetoT nocnegcteua”: "3awmra
[emMokpaTtm TpebyeT, YToObl NpaBUTENLCTBA U
TexHorornyeckme KomnaHum pabotanu BMme-
CTe B HOBbIX 1 BaXXHbIX HanNpaBneHnsx — Ans
obmeHa MHdopMaLven, YCUNEHNs 3aLLmTbl 1

pearnpoBaHus Ha ataku. [OCKOMbKy Mbl
ocTaensieMm 2020 roa no3aaw, HoBbIV rof, AaéT
HOBYIO BO3MOXHOCTb MPOABUHYTHCA BMEPES
Mo BCEM 3TUM HanpaeneHusm".

OTmevasn, 4To "mMexayHapogHoe cooblue-
CTBO [OBWXETCS B 3TOM HanpaeneHum”, Cmut
BblOeNseT Takoi opraH, kak ImobanbHas Ko-
MuccKst no ctabunbHOCTM knbepnpocTpaH-
ctBa (GCSC).

Kak amepukaHubl xoTenu Obl ynpaensitb
rnoGanbHbIM pbIHKOM KnbepbesonacHocTn?
[Mpexxae Bcero 4epes 3HAKOMbIN MPUEM —
caHkumn. BoT yto nuweT Cmut:

"9T10 Heobxoaumo Ans obecneyeHust Toro,
YTOObI BHYTPEHHEE 3aKOHOAATENLCTBO YETKO
N CTPOro 3anpeLLano KOMMaHusM nomoratb
NpaBUTENLCTBAM y4acTBOBaTb B HE3AKOHHbIX
W HacTynaTernbHbIX kubepatakax, a MHBECTO-
pam — co3HaTenbHO (OUHAHCMPOBaTb WX...
Ham Hy>Hbl Lwaru, 4ToObl rapaHTUPOBaTh, YTO
amepuKaHCckne 1 Opyrme MHBECTOPbl CO3Ha-
TENbHO He MOAMUTLIBAKOT POCT 3TOMO BMAA He-
3akoHHOW pesTtenbHocTn. VI CoeanHEHHbIM
LLitatam cnegyeTt akTMBHO MPOBOAUTL OOCYX-
OEHUs C OpyriMy CTpaHamu, KOTopble CO3-
[0atoT 3TU KOMMaHuu, B TOM uucne ¢ Uspaw-
NeM, KOTOPbIN MMEET CUIIbHYH 3KOCUCTEMY
kmbepbesonacHoCTK, KOTopask MOXET ObiTb
1CMonb30BaHa Arst ONacHOW NOAAEPKKN aBTO-
pUTapHbIX PEXUMOB".

MoxeT nonyy4nTbcs, Y4TO npasBuna urpbl
no rnobanbHbIM cuctemam kubepbesonac-
HocTu OyayT nucaTte B BawwuHrtoHe, a Poc-
cuM NpuaéTcs caatb TO, YTO elé ocTanocb
OT Hallero HauMoHaNbHOrO CyBepeHuTeTa,
MOCTaBMUB CBOW CUCTEMbI MO KOHTPOSb Lnd-
pogoro JleBradaHa.

ATAKYS, 3APABATbIBAI

WNTak, MankpocodT MOXeT aTakoBaTb
Poccuto 1 Hanpsimyto, 1 OOHOBPEMEHHO KOC-
BEHHO, Yepes3 CaHKLmN. Yepes KOHTpornb Hazg
WHBECTULMAMU MM [OBONBLHO nerko 6yaet
MOCTaBWUTb MOA KOHTPOMb POCCUINCKME YacT-
Hble aKkocucTeMbl AW-TU N UCKYCCTBEHHOIO
WHTeNmnekTa — B TOM 4YuCle 9KOCUCTEMY
Cbepa 1 AHgekca.

Ho kak ato Bo3MOXHO, ecnu Marikpo-
COhT — 0AWH 13 rmaBHbIX NapTHEpoB Coepa,
aKTMBHO paboTtaeT ¢ npaBuTenscTtBoM P®,
MUMeeT 30eCb CBOE NMPEACTaBUTENLCTBO U U3-
Brekaet M3 Poccumn OecaTkv MUNIMapaoB py-
6nen npubbinn? Mo odurumanbHeIM AaHHbIM,
Maiikpocodpt Pyc 3apabartbiBaeT B Poccum
okorno 6-7 munnuapaos pyonen B rog. OgHako
Bonbluas YacTb POCCUMMCKMX NPeanpusTui u
opraHu3auui nnatut MarnkpocodTy Heno-
CPEACTBEHHO Yepe3 eBporevickoe nogpasge-
nexHve komnanun B Wpnavgum, Microsoft
Ireland Operations Limited, MIOL, kotopoe
POCCUMCKUM HaroroBMKam HEMNOAKOHTPOMbHO
1 AaHHBIX O CBOWX AEHEXHbIX NoTokax u3 Poc-
CUN He pacKpbIBaeT.

Yewm 3aHmmaetcs Mankpocodt B Poc-
cun? OTO OTHIOAb HE TONMbKO OOHOBMNEHUS
MS Windows, koTopble CTOSIT BO BCEX KOM-
nbtoTepax 1 Yepea KOTopble KOMMaHWs MO-
XKET MOCTOSIHHO cobupaTtb MHopMaunio
Ha nonb3oBaTeneu.

Ha odwuumansHom cainte Markpocodt
Pyc nepBon rmaBHOM LIENb0 KOMMaHWy 3Ha-
YUTCSA NOMOLLIb POCCUICKM KOMMaHWSIM B pe-
LLIEHNM BOMPOCOB LmnchpoBor TpaHcdopma-
umMn. A 3TO CerogHs, Kak Mbl 3Haem U Kak
MOCTOSHHO NoAYEpKMBaET rocnoanH Muwy-
CTWH, — [eNno rocyaapcTBeHHoe. BTopoe Ha-
npaBneHve — yyacTvie B pPas3BUTUN POCCUM-
ckom NT-akocucTeMbl Yepes cTpaTernyeckme
Koanuummn, ¢ grokycom "Ha MHAOyCTpuanbHble
peLUeHnst 1 MOMOLLb POCCUACKMM MapTHEPaM
B rnobansHoM npoasuxeHun". TpeTbe —
"nogaepkka poCCUNCKUX cTapTanoB” u Yert-
BEPTOE — "COOENCTBME POCTY YMCIa BbICOKO-
kBanudmumposaHHbix UT-kagpos". To ectb
MarikpocodT obpaliaer ocoboe BHUMaHWe
Ha TanaHTMBYIO MOSOAEXb.

OuyeHb BaXKHbIM HanpasfieHVem paboThbl
Marikpocodpta B Poccumn kak pas sensietcs
pasBuTUe cTpaTernyeckmx naptHépcTts. Oco-
OeHHOe BHMMaHVE aMepuKaHUbl YAENsoT Te-
neKom-oneparopam: Beb MMEHHO Tyda cre-
KarTCsl OCHOBHblIE OObEMbI AaHHBIX. VIMEHHO
3TV 06BEMBI, COrnacHo NpuHSATLIM B 2020 rogy
3aKOHaMm U KoHUenuusm npasuTenscrea P®,
npeanonaraeTcs LUMPOKO MpodaBaTh W MOKy-
natb, B TOM 41CIie W MHOCTPaHHbIM KOMMa-
HUAM. lNoHATHO, YT U TYT Poccus BbICTynaeT
MOCTaBLLMKOM Cbipbsi — CBOEOOPa3HON HOBOM
"HedpT YernoBeyeckoro nNoBeaeHns", N3 KoTo-
poii ByayT U3rOTOBMEHbI MPOOYKTLI YerioBeye-
CKOro yrnpaBmneHus.

"TpaHcdopmaunss NapTHEPCKOM 3KOCU-
CTeMbl — OAMH U3 MPUOPUTETOB HOBOWN CTpa-
Terum, — roBoputcst Ha cainTte MankpocodT

Pyc. — OpHuM 13 cambIx SpKUX NpUMEpPOB —
pa3BopaymBaHue ctaka Microsoft Azure B
LeHTpax obpaboTtkn gaHHbix MTC u npo-
rpamma coBMecTHbIX co CbepbaHkom uccne-
[OBaHUN B cdpepe UCKYCCTBEHHOMO WHTEN-
nekta n poboToTexHukun". IMeHHo obnavHble
TEXHOMOMMN SBNSAKOTCA KIMOYEeBbIMU B pasBui-
T MW-cektopa, n Cobep aenaet BcE, YTOObLI
370 passuTMe B Poccum npomcxoamno MMEHHO
B obnakax Microsoft Azure.

Tarke B ka4ecTBe NpYMepPOB NPUMEHEHUS
TexHonormn Marikpocodta B Poccum Hasbl-
BaeTcsi paspabotka ChemTech (mporpamm-
Hoe obecrieyeHne AnA HedTerasoBbIX U Xu-
MUYeCKMX KoMnaHuii), "Pobot Bepa" (1at-60t
ans cobecenoBaHui npu nogbope nepco-
Hana), Bright Box (pelueHve ans "nogkrto-
YEHHBIX aBTOMOBUnen").

TEM BPEMEHEM LLBAB

He xoueTcsa gaxe gymartb O TOM, YTO Chy-
YUTCsl, ecnu MUNnoHbl nogen B CeepHOM
nonywapun yxe B 2021 rogy Ha mecsiupl
ocTaHyTcs 6e3 aHepruu, a 3aogHo u 6e3
nULLW, BOAbl, OTOMMEHWsl, HakoHel, 6e3 WH-
TepHeTa. M BCE e, KTO CTOMT 3a TOW caMon
kmbepartakon Ha CLUA, koTopasi MOXeT cTaTb
MPOrioroM BrOSHE pearbHOM BOWHbLI? MoxeT
nm 310 ObITb Onepauunen NoXxHoro dnara,
Korga pycckvx mpocTo noactasunu? MoxeT
M Takaa ataka OblTb OpraHu3oBaHa 4acT-
HbIMU UIPOKaMMU, 1 YTO O TaKUX BO3MOMXHOCTSIX
MOXeET 3HaTb LLIBa6? AmepukaHLbl oTpuLarT
TaKyl0 BO3MOXHOCTb, HO He SBMsETCA N1 Ta-
Koe TOpOMnnMBOEe OTpuvLaHWe Noao3pUTESb-
HbIM? I BO3MOXHO, IMaBHbIA BOMPOC: MOXET
nm umdposon JleBnadbaH atakoBatb WHTep-
HET, He pPYCKys1 TakuM 0Opa3oM MoTepsiTb KOH-
TPOnb Hag YenoBedyecTBoM? Kakue eLé ctpa-
TETMM U TEXHOMOTUM KOHTPOMS Mbl YBUOUM B
bnuxanwee Bpema?

BepHémcs Ha BceMupHbIi 9KOHOMUKYe-
ckuin dopym. C ero akTMBHbIM y4acTUem He-
AaBHO Obina cosgaHa opraHmsaums Cyber
Polygon. Kak HanmncaHo Ha cante opraHu3a-
umn, B Hel coctosT 120 opraHusaumii u3 29
cTpaH. Cn1coK 3TVX OpraHn3aLuii, BblBELLEH-
HbIl Y HUX Ha caunTe, BMe4aTnseT, XoTsa MHO-
rMe U3 HWX, KaKk Tam HanucaHo, noxenanu
oCcTaTbCA aHOHMMHbIMU. Cpean HWMX OYeHb
Ba)KHOE MECTO 3aHVMMAaKT POCCUNCKME CTPYK-
Typbl, Takve kak Coep, HYacTb ero 9KOCUCTEMbI
Pa6ota.py, MTC, Menn.py, lNMo4yta-6aHk,
LleHTp paHHbIX PocTenekom, THOMEHCKMI
doHg UMTTO u Tak panee.

Cyber Polygon npogsuraet "Lindposyto
noentndmkaumo OOH" — To ecTb nepeq
TeMm, Kak 3aiTn B VIHTepHeT B Nntobon Touke
3EeMHOro Lapa, Bbl JOMKHbI OyaeTte naeH-
TudmumposaTtb cebs. [loctyn byner npues-
3aH K ngeHTudgumkauum, a oHa, B CBOH o4ve-
penb, HaNpumep, K BakuMHaLMnM, a NOTOM 1
K unnusauun.

Benywyto ponb B Cyber Polygon urpaet
komnanus IBM, o koTopow HanmcaHo 6onbLue
KHur, yem o Mankpocodpte. IBM Ha cerog-
HALHWA OeHb — Takke OOVH U3 NuaepoB
paspaboTtok NN Ha cobcTBeHHbIX nnatdop-
Max Kopriopaumu.

BoamoxHo, Cyber Polygon — o6beaunHe-
HMe KoMMaHui, codgaHHoe BOD ans akkypar-
HOrMO MPOABWXEHWS MPOLAYKTOB aMePUKaHCKOM
komnaHun IBM. KakoBbl e 3T NpoayKTbl?
IBM obbsiBuna, 4to paspabartbiBaeT cepBuC
no conpsbkeHnto WHTepHeTta, Bblwek 5G,
TPaHCMOPTHBIX CUCTEM, BCAYECKON JOTUCTUKM
C CUCTEMaMM WCKYCCTBEHHOIO WHTEMMeKTa.
OToT cepBuc OyaeT npeactaBnsaTb Co6ON
OrnokyerH, coobLIaeT KOMMaHUs, XOTs 3TO
BECbMa COMHMTENIbHO — Befdb OMOKYeiH no
onpeneneHnio AeLeHTpann3oBaH, a TyT KOH-
TPOMb 3a TPaH3aKUMSMM COXPaHWUT 3a COOON
LieHTparnbHas CTpykTypa. B aTom Tak HasbiBa-
emMom GrokyeriHe nobas TpaHaakuus, noboe
OeicTBME 3anuCbiBAeTCsl HaBEYHO, MOXET
ObITb OTCNEXEHO U BOCCTAHOBIEHO. JTOT Npo-
aykT, ytBepxaaet IBM, cnocobeH pewwunTb
npobnemy ¢ knbepbe3onacHOCTLIO.

He nonyuutcs nn Tak, 4to B npeanonarae-
MOM MECCUMUCTUYECKOM CLIEHApUM YeroBeYe-
CTBO (WM 3HauMTENBHAA ero YacTb) noaBep-
rHetcs kmbepatake W OyageT BbIHYXOEHO
NPOBECTV AHW, Hedenu unm gaxe Mecsilbl 6e3
aneMeHTapHbIX yao0CTB, B pesynsrare Yero B
Hapoze CO3peeT 3arpoc Ha peLleHre Bornpoca
knbepbesonacHoCTH nobow LeHon?

W Ttorga IBM cmoxeT npegnoxuts Mupy
CBOE peLLeHne npobrnemMbl — CBOW OMOKYenH.
Te, k10 co3gan npobnemy, fny4Lle BCex CMOryT
€€ peLUnTb — W MONYyYnTb BNACTb Hag MUPOM.

Uropb LLULHYPEHKO
PucyHok Bacvnua NMPOXAHOBA

Tazera "3ABTPA" 3aperucrpupoBana @enepajbHoil CIyk00ii Mo Haa3opy 3a
CO0JII0JeHHeM 3aKOHOJAATE]NbCTBA B cdepe MACCOBBIX KOMMYHHKAIMA W OXpaHe
KyasTypHOTo Hacaenus. Ceuaerenscrso [T Ne ®C 77-22122 ot 24 okradps 2005 rona.

Yupeaurens u unareap — OOO "Penakuus ra3ersi-exeHenenbHuka "3asrpa"”
(119146, r.MockBa, ®pynsenckas Hao., 18, mom. VII).

OrtneuataHo B AO "KpacHas 3se3ga”

Appec pepakupm: 119146, r. Mocksa, ®MpyH3eHckas Hab.,

18, nom. VII.

E-mail: zavtra@zavtra.ru SnextponHas sepcus: http://zavtra.ru/
Cny>«6a pacnpoctpaHenus: (499) 246-88-52 (1/). Cnyxba peknambi: (903) 131-53-97.

(125284, r. Mockea, Xopoluesckoe wocce, 38, Ten.:
(495) 941-34-72, (495) 941-31-62, http:/ /www.redstarprint.ru, e-mail: kr_zvezda@mail.ru.

(495) 941-32-09,

I'maBHBI pegakTop
Anekcanap ITPOXAHOB

Ten. pegakuuu: (916) 502-49-86.

Tupax 27 850

3aka3 Ne 5989-2020

[arta Bbixoga B cBeT — 29.12.2020 r. NMognucaHo B neyatb 28.12.2020 r. B 15.00, no rpadgmky — B 15.00



